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Guidance on Risk Identification 
 
 

1. Introduction 

Risk identification is the first step in the risk assessment process. Risk identification is a deliberate and 
systematic effort to find, recognise, describe and document the Institution's risks, with the main focus 
being on the risks that have a significant impact the Institution’s objective.  

The purpose of risk identification is to understand risks within the context of the Institution’s explicit 
and implicit objectives and to generate a comprehensive inventory of these risks based on the threats 
and events that might prevent, degrade, delay or enhance the achievement of said objectives.  The 
output of this process is the Institution’s risk register.  

2. The risk identification process  

In order to manage risks effectively, Institutions must know what risks they are faced with.  A credible 
and comprehensive process of identifying and recording risks is critical, because a risk that is not 
properly identified and recorded at this stage may be excluded from further analysis thus creating 
blind spots in the Institution’s overall view of its risks.  

The risk identification process must rigorously expose, in relation to the stated objectives: 

• what is uncertain;  
• the source(s) of the uncertainties; 
• the cause(s) of uncertainties; and  
• the consequences of uncertainties. 

The risk identification process should cover all risks, regardless of whether or not the sources of such 
risks are within the direct control of the Institution.   It is crucial to be aware of all risks, even those that 
are not within the Institution’s control, as these risks will have decision-making implications. The 
process must include identification of opportunities (or positive risks) which if ignored would result in 
missed opportunities for improving Institutional performance.  

The risk identification process must be able respond to the typically dynamic nature of the risk 
environment by being able to timeously detect new and emerging risks, as well as risks that no longer 
relevant.  

Risk identification should be inclusive, not overly rely on the inputs of a few senior officials and should 
also draw as much as possible on unbiased independent sources, including the perspectives of 
important stakeholders. The latest and most credible information should underpin risk identification. 
 

2.1 Focus points of risk identification 

To ensure a comprehensive risk identification process, the Institution should identify risks through 

considering both internal and external factors, through:  



 

 

2.1.1 Strategic risk identification 

This is the identification of risks as part of and within the strategic planning process which produces the 
IDP.  The output of specialised tools such as situational analysis, SWOT analyses, Porters Five Forces 
Model and PESTLE Analysis, coupled with the current risk register are useful information sources for 
identifying strategic risks. Once identified, these risks should be brought into the risk register and 
attended to as part of the Institution’s system of risk management. 

Strategic risk identification should precede the finalization of strategic objectives to ensure that the 
Institution is fully aware of the risks that are inherent in the chosen objectives.  Such awareness is vital 
to ensure that appropriate actions are taken to manage these risks properly.   

To ensure robust strategic risk identification and subsequent management of the identified risks:  

• risks inherent in the strategic objectives should be documented, assessed and managed  through 
the normal functioning of the system of risk management;  

• the IDP and current risk register should serve as important sources of information; and 
• strategic risks should be reviewed with changes in strategy, or at least once a year to consider new 

and emerging risks. 

2.1.2 Operational risk identification 

Operational risk identification seeks to identify events that retard or advance the achievement of the 
SDBIP. The focal point of risk identification is centred on vulnerabilities and opportunities resulting from 
inadequate or failed internal processes, actions of staff, loss of key personnel, failure of IT systems, 
failure of equipment, the actions of regulatory authorities, customers, suppliers and the public, as well 
as other external events that impact on the objectives.  

To ensure robust strategic risk identification and subsequent management of the identified risks:  

• the SDBIP should serve as the principal document and starting point for identifying operational risks; 
• the current risk register, Auditor-General’s report to management and internal documents 

(especially the risk and assumptions sections) are critical reference documents for identifying 
operational risks;  

• sector based standards, regulatory requirements and guidance published by professional bodies are 
important reference sources for identifying risks; 

• operational risk identification should be an embedded continuous process to identify new and 
emerging risks and consider changes in known risks through mechanisms such as management and 
committee meetings, environmental scanning, process reviews and the like; and 

• operational risk identification should be repeated when significant environmental or Institutional 
changes occur, or at least once a year, to identify new and emerging risks. 

2.1.3 Project risk identification 

Project risk identification hones in on particular projects to identify risks inherent in those projects.  To 
ensure robust identification of project risks: 

• risks should be identified for all projects that have a significant bearing on the Institution’s strategy 
and objectives, covering the whole lifecycle;  

• project documents (especially the risk and assumptions sections) are critical reference documents 
for identifying project risks; 

• guidance or instructions published by the relevant regulatory authorities and professional bodies 
are useful to identify and manage project risks;   

• it is important to also consider risks that are external to the project for a complete view of project 
risks, for example, the operational risks of the Institution may pose a risk to the success of the 
project; and 

• for long term projects, the project risk register should be reviewed at least once a year to  identify 
new and emerging risks. 
 
 
 
 



 

 

3. Tips for effective risk identification 

3.1 Understand the Institution, its objectives and the environment in which it operates 
 

It is crucial to have a deep knowledge and understanding of the Institution, its operating environment 
as well as its current strategic and operational objectives as a precursor to risk identification.  

Risk identification starts with understanding the Institutional objectives, both implicit and explicit.  It is 
important to reflect on past experience as well as experiences of peer and similar institutions when 
considering risks to which an Institution may be exposed. When identifying risks, it is also important to 
bear in mind that "risk" also has an “opportunity” component.  This means that deliberate attention 
should be given to identifying opportunities that could be exploited to improve Institutional 
performance.  Due consideration should be given to risks associated with not optimising opportunities. 

The risk identification process must therefore identify undesirable outcomes, emerging threats, as well 
as existing and emerging opportunities.   

3.2 What to consider when identifying risks 

Risk identification should not get bogged down in conceptual or theoretical detail. The identified risks 
must resonate with management in the sense that they speak the language of the Institution and bear 
a direct relationship with an objective, or multiple objectives.  

The following steps may be followed to effectively identify risks across the Institution: 

• Understand what’s important to focus on. The IDP, SDBIP, Auditor-General’s management report, 
regulatory and oversight reports are vital reference documents in this regard; 

• Understand the key success factors for the achievement of each of the objectives to guide what must 
get attention; 

• Gather information from different sources to identify risks – avoid over-relying on management’s 
intuitive based inputs; 

• Apply the appropriate risk identification tools and techniques. There are myriad of these. Refer to 
the ISO/IEC 31010 document for the various tools and techniques, and their application;  

• Document the risks; and 

• Document how the risk was identified (e.g. risk workshop, Auditor’s report, oversight report, 
regulatory report, professional institution’s guidance, actual incident, risk bench marking exercise, 
etc.). 

3.3 Concentrate on the right risks – do not contaminate the risk register with non-risks 

One of the most common problems found in risk registers is that it is littered with many items that are 
not risks. Often issues, problems and causes of risk are incorrectly included as risks. It is important to 
note that risk identification is not about identifying as many risks as possible but about identifying the 
correct ones. When a large number of ‘risks’ are identified of which many are non-risks, it leads to 
difficulties in proper management of the actual risks, which erodes the effectiveness of the whole 
system of risk management. 

It is important at this point to recall that risk is: 

a) The effect of uncertainty on the achievement of the Institution’s IDP and SDBIP caused by the 
presence of risk factors; and/or   

b) The failure to optimise opportunities to enhance the achievement of the IDP and SDBIP. 

Anything that does not satisfy the definition of risk as indicated above or a similar definition adopted by 
the Institution, does not belong in the risk register. Therefore, the following should not be characterised 
as risks: 

I. Something that has happened or is currently happening. This is because risks are concerned with 
future events, not past or present ones. The latter needs to be managed as part of the issue, problem 
or contingency management process. 



 

 

 

Identifying the correct risk from looking at past or current events requires examining their 
consequential effects to determine if one or more of them create an uncertainty on the Institution’s 
objectives going forward.   
 

II. Something that has no direct bearing on an objective. 
 

III. Causes of risks.   
 

IV. Effects of risks. 

Often III and IV above are also included in the risk register as separate risks to the actual risk. Thus, a 
single risk is captured three times (albeit superfluously and incorrectly in two instances) which 
corrupts the risk register.  

V. Issues and problems.  Although undesirable, these are not risks and need to be addressed separately 
from the risk management system.  

3.4 Gather information from different sources to identify risks 

Good quality and up-to-date information is crucial for identifying risks. The starting point for risk 
identification may be historical information about the Institution and similar Institutions. Consultations 
with a wide range of stakeholders about historical, current and evolving issues are important to 
enrich the information that is already available or fill the gaps where information is missing. People 
with the relevant knowledge, expertise and institutional memory are important sources of information 
for specific risks and should be co-opted in the risk identification process.  

Analysis of key Institutional data (vital statistics), analysis of past performance, assessment of 
economic information, analysis of loss data, scenario planning and the like can produce important risk 
information.  

Furthermore, tools used during strategic planning like Strength, Weakness, Opportunity and Threat 
(SWOT) Analysis, Political Economic Social Technological Environment & Legal. PEST(EL) Analysis and 
benchmarking would have revealed important risks and opportunities that should not be ignored, i.e. 
they should be included in the risk register. 

Certain disciplines like IT, Strategic Management, Health and Safety etc. already have in place 
established risk identification methodologies informed by their own professional norms and 
standards.  The risk identification process would benefit by recognising and utilising the outputs of these 
techniques so as not to "re-invent the wheel". 

 
3.5 Apply appropriate risk identification tools and techniques 

The Institution should apply risk identification tools and techniques that are best suited to its 
objectives and capabilities, and to the risks it faces.   

Approaches used to identify risks could include the use of checklists, judgments based on experience 
and records, flow charts, brainstorming, systems analysis, scenario analysis, and system engineering 
techniques. However, there are a myriad of tools and techniques each with their own applicability, 
advantages and disadvantages. Refer to the ISO/IEC 31010 document for the various tools and 
techniques, and their application.  

Here are some important pointers on risk identification tools and techniques: 

I. The chosen methodology should be influenced by the nature of the activities under review, types of 

risks under consideration and the Institutional context.  
II. Brainstorming, for example, encourages commitment, considers different perspectives and 

incorporates diverse experiences. 
III. Structured techniques such as flow charting, system design review, systems analysis, Hazard and 

Operability (HAZOP) studies and operational modeling should be used where the potential 
consequences are catastrophic and the use of such intensive techniques are cost effective. 



 

 

IV. Risk workshops are useful for filtering and screening risks, however, it is important that more 

relevant, sophisticated and structured techniques are utilised as the risk management process 

becomes more mature. 
V. For less clearly defined situations, such as the identification of strategic risks, processes with a more 

general structure, such as 'what-if' and scenario analysis could be used. 
VI. Where resources available for risk identification and analysis are constrained, the structure and 

approach may have to be adapted to achieve efficient outcomes within these limitations. For 

example, when time or availability of experts is limited, a smaller number of key elements may be 

considered at a higher level, or a checklist may be used. 

3.6 Document the risks identified 

The risks identified should be documented in a risk register that captures the following information 
as a minimum:  

• the risk description; 
• causes and consequences (i.e. how and why the risk can occur); 
• the existing internal controls that may reduce the likelihood or consequences of the risks.  
• the likelihood of a risk occurring (probability of occurrence); and 
• consequences (the impact of the risk). 

The combination of these elements enables a better understanding of the risk and how to manage it. 
 

3.7 Document the risk identification process 

In addition to documenting identified risks, it may be helpful to document the risk identification 
process to help guide future risk identification and to ensure good practices are maintained by drawing 
on lessons learned through previous exercises.  Documentation should include: 

• the approach or method used for identifying risks; 
• the scope covered by the identification; and 
• the participants in the risk identification and the information sources consulted. 

4. The outputs of risk identification 

The risks are recorded in a risk register which is the main output of a risk identification process. There 

may be sub risk registers linked to the main Institutional risk register. 

The risk register serves four main purposes: 

• It is the central repository of risks. 
• It is the information source for reporting on risks throughout the Institution, as well as to key 

stakeholders. 
• Management uses the risk register to understand the risk profile of the Institution and prioritise risk 

management efforts. 
• It helps the auditors (internal and external) to focus their plans on the Institution's top risks.  
 
 

http://ag.treasury.gov.za/org/rms/rmf/Shared%20Documents/Examples/03.%20Example%20Risk%20Register.xls
http://ag.treasury.gov.za/org/rms/rmf/Shared%20Documents/Examples/03.%20Example%20Risk%20Register.xls

